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Wer ist Frank Pientka?

Dipl.-Informatiker (TH Karlsruhe)
Principal Software Architect in Dortmund
ISAQB-Grindungsmitglied

heise.de/developer/Federlesen-Kolumne

Uber 20 Jahre IT-Erfahrung
Veroftentlichungen und Vortrage

Frank Pientka
frank.pientka@materna.de
+49 (231) 5599 8854

+49 (1570) 1128854
www.materna.de
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Kommunikation verandert sich

Web 2.0: viele Sender, viele Empfanger

_Mobiles Web, 10T, M2M:
IMmer & (ibery| & jeder & Jedes
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Mobile ist die Zukunft (2014)

300 Mio

A'r -

-4
\

Verkaufte PCs Verkaufte Menschen

Smartphones, Tablets

Quelle: Gartner

© Materna GmbH 2015 www.materna.de 5



Die Talfahrt geht weiter

Zahl der pro Jahr versandten SMS in Deutschland in Milliarden
59,8

54,9

2000 2002 2004 2006 2008 2010 2012 2014
INEEEEEEEEE NN NN NN EE NN NN NENEEEENEEEEENEEEENEN]

= BITKOM
Quelle: Bundesnetzagentur
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Das synchrone Web ..

...war gestern

Y

Anfrage
\
Ergebnis

A

Heute: Ereignisorientierte Verarbeitung

A A A A
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Mobile App-Arten und Technologien

Web Hybride

Xamarin Objective-C
Cordova Java




Benutzer Benachrichtigung - iPhone

© Materna GmbH 2015

Today

B Calendar

Meeting
Conference room A

\ET
Lexi Torres

Urgent: Don't forget to take JA...
This message has no content.

www.materna.de
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Benutzer Benachrichtigung - Android

Notification lcon Title/Name Timestamp

Daniel 5:30 PM

I'm bringing my homemade lemon cake.

Message

Photo Title/Name Timestamp

Daniel 5:30 PM
I'm bringing my homemade lemon cake.

Notification Icon Message

con/Photo

MAX HIGH DEFAULT Low MIN
|

very urgent and time-critcal most notifications go here opportunistic

incoming/ongoing calls Important emails software updates expired events
turn-by-tum directions realtime chat suggestions
emergency alert SMS weather
location info

everything else
and all legacy notifications

© Materna GmbH 2015
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kf6nvr@gmail.corr
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Herausforderungen mobile Kommunikation

Geringe Instabile
Leitungskapazitaten Verbindungen

Innovation " Heterogenitat

Kurze Akkuzeiten Offline-Fahigkeit




Herausforderungen

Heterogenitat
Registrierung

QoS Akku
Latenz Innovation Notification

Robustheit

Sicherheit

Mobiles Messaging

© Materna GmbH 2015 www.materna.de



Mobile Nachrichten Uberblick

-

Email
SMS/MMS
Push-Nachrichten

© Materna GmbH 2015

www.materna.de
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Mehrere Anbieter, mehrere Nutzer

Apple Push Notification service (APN)

Provider A

Provider B

© Materna GmbH 2015 www.materna.de
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Mobile Nachrichten mit iOS und Android

Apple Push

Abhangigkeiten:

Versionen

API-Server/Client

Infrastruktur

Mehrere Programmiersprachen

© Materna GmbH 2015

Notification
service (APN)

Google Cloud
Messaging (GCM)
<€

www.materna.de 17



Mobile Nachrichten — vereinheitlichte Server-API

Server

© Materna GmbH 2015 www.materna.de 18



Apple Push Notification service (APN) Ports

2195
2196

Server (JSS)

TCP port 2195 (used by
devices to send
notifications)

TCP port 2196 (used by
the APNs feedback
service)

TCP port 5223 (used by

devices to communicate)

www.materna.de

© Materna GmbH 2015

APNs Server

Client Devices

TCP Port 443 (Wi-fi
fallback, when unable to
communicate on port
5223)

19



Google Cloud Messaging Kommunikationsarten
Cloud Connection Server (CCS)

= Upstream/Downstream messages

= HTTP: Downstream only, cloud-to-device

= XMPP: Upstream and downstream (device-to-cloud, cloud-to-device)
= Messaging (synchronous, asynchronous)

= HTTP POST synchronous requests and wait for a response

= XMPP: Asynchronous send/receive messages to/from devices at full

over persistent XMPP connections. sends acknowledgment or
failure notifications

= JSON
= HTTP: JSON messages sent as HTTP POST
= XMPP: JSON messages encapsulated in XMPP messages.
= Plain Text
= HTTP: Plain Text messages sent as HTTP POST
= Multicast downstream send to multiple registration IDs
= HTTP: Supported in JSON message format
= Deletion of already delivered messaging possible

© Materna GmbH 2015 www.materna.de
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Losung - Amazon SNS

Publisher s

Gy

© Materna GmbH 2015 www.materna.de

iy

NS

Baidu

MPNS

W

Push Motification Services

i

Subscnber

21



Losung - AeroGear Unified Push Server

€ Developer

Installati ¢ Registers a Push Application
o ns ations e Adds iOS, Android and/or (Hybrid) Web

variants for the Push Application

Installations on devices AeroGear Unified Push Server
o register themselves
using a token

7 write Push
: : Application details...
Aer_oGear AeroGe_ar AeroGear.js Appllcatupn
i0S Android Registration —

St
Push Networks bl
Sender API '
query detalls for
receiving apps...

Event on server occurs
and invokes Sender API

Google Cloud Messaging

Apple Push Notification Service

o Message is delivered JBoss AS backend server
via push networks

© Materna GmbH 2015 www.materna.de
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Losung - Mobile Nachrichten — vereinheitlichte Server-/Client-API/Protokoll

+Weniger Abhangigkeiten
+bessere Testbarkeit
+Standardisierung
-Server-Management

- Polyglotte Programmierung

]

© Materna GmbH 2015 www.materna.de
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Nachrichtenprotokolle

= JMS (Java Message Service) > JCP

= AMAQP (Advanced Message Queuing Protocol) - OASIS, ISO/IEC 19464
= OpenWire - Apache License 2.0

= STOMP (Streaming Text Oriented Messaging Protocol) - (CC BY 3.0)

= XMPP (Jabber) > RFC/IETF

= MQTT (Message Queue Telemetry Transport) > OASIS

Your Applications

TCP (or TLS/TCP)

© Materna GmbH 2015 www.materna.de
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Nachrichtenprotokolle Einteilung

STOMP (TEXT)
XMPP (XML/JSON)#

Text

© Materna GmbH 2015

Mehrsprachig (Client/Server)

HTTP/S-Unterstutzung

singular

www.materna.de

AMQP#
MQTT

binar

JMS#
OpenWire

26



Message-Queue-Telemetry-Transport-(MQTT-)Protokoll

MQTT Broker

= 1999 von Andy Stanford-
Clark (IBM) und Arlen

Nipper (Eurotech)
= 2014 MQTT Protocol

Publish Subscribe  Subscribe Specification Version 3.1.1

/N
C Gient ) (c.iemz) ( Gients ) SMOTT

OASIS 19

© Materna GmbH 2015 www.materna.de



MQTT-Uberblick Publish-Subscribe-Broker

Bluemix loT Service
(MQTT broker)

Publish

Publish Coinmands

Events

Subscribe Subscribe
Commands Events

Device side Application side

(MQTT client) (MQTT client)

© Materna GmbH 2015 www.materna.de
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MQTT Quality of Service (QoS)

At Most

Once
(QoS=0)

© Materna GmbH 2015

At Least
Once
(QoS=1)

www.materna.de

Exactly
Once
(QoS=2)

29



MQTT Quality of Service Levels
Message Queue Telemetry Transport (MQTT)

Quality of Service (QoS)
QoS 0
at most once Q:s 2
(fire and forget) J exactly once
— s
v e
Message deleted; does not N
survive fallures; no duplicates I A
Qos 1 A T—
at least once D\ \J [
[ l/\ . _
l )
(\/L UBACK, l/
\J
Message Stored; survive Message Stored; survives
connection loss; duplicate possible connection loss; no duplicates

© Materna GmbH 2015 www.materna.de



Simple Text Orientated Messaging Protocol (STOMP) 1.2 (2012)
Einfaches, standardisiertes textbasiertes Protokoll zur freien Verwendung

client—-command =

server—-command =

© Materna GmbH 2015

"SEND"

"SUBSCRIBE"
"UNSUBSCRIBE"
"BEGIN"
"COMMIT"
"ABORT"

"ACK"

"NACK"
"DISCONNECT"
"CONNECT"
"STOMP,,

Stomp Be

"CONNECTED"

"MESSAGE"
"RECEIPT"
"ERROR"

www.materna.de
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Eclipse Paho 1.1 und Eclipse Mosquitto 1.4

= Paho-Projekt http://www.eclipse.org/paho seit 2012 bei Eclipse

= Ziel: Implementierungen von Standard-Messaging-Client-Protokollen im
Machine-to-Machine-Bereich (M2M) Clients far Java, C, C++, JavaScripit,
Lua, Python, Go Client, C# .Netund WInRT

= Mosquitto-Server: entstand 2010 als Open-Source-Implementierung des
Internet-of-Things-Protokolls MQTT 3.1.1

mosquitto.cont Latest release: 1.1 Downloads
mosquitto.dll

] C client for Windows/Unix/Mac 1.805
mo SIJLJZ!.ttIZJ - EXE Java client and utilities 1.0.2
rn-:nsquﬁt-npp -d11 Android service 1.0.2
mosqu }tt-:_pa sswd . exe B bt 11
m-::|5u:|U}tt-::|_puh.E:a::e JavaSeript cient 01 a o
mosquitto_sub.exe C/C++ MQTT Embedded clients 10.0
Net and WinRT client (M2Mqtt) 4.0.0.0

D:\mosquittold:

© Materna GmbH 2015 www.materna.de
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Apollo

. apache-apollo-1.7

Apache Apollo 1.7.1

=] L. bin
— . mybraoker
= Apache ActiveMQ Nachfolger | bin
= Connectoren | data
= TCP . etc
= UDP . log
= WebSocket . tmp
= Protokolle | docs
= STOMP =
= MQTT = . examples
= OpenWire | amap
" AMQP . java-embedded-broker
. mqtt
| Openwire

[+]

. stomp

© Materna GmbH 2015 www.materna.de 34



Apollo Broker apollo.xmi

S {APOLLO_HOME}/bin/apollo create mybroker

. . \mybroker\bin\apollo-broker run

curl —u "admin:password" http://localhost:61680/broker

curl —-u "admin:password" http://localhost:61680/broker. json

curl -u "admin:password" \
'http://localhost:61680/broker/connections. json’

oading configuration file 'D:\apache-apollo-1.7\mybroker\etc\apollo.xml".
| os : Windows 7 6.1
JVM : Java HotSpot(TM) 64-Bit Server VM 1.7.0 72 (Oracle Corporation)
Apollo : 1.7 (at: D:\apache-apollo-1.7)
Starting store: leveldb store at D:\apache-apollo-1.7\mybroker\data
Accepting connections at: tcp://0©.0.0.0:61613
Accepting connections at: tls://©.0.0.0:61614

Accepting connections at: wss://©.0.0.0:61624/

virtual host startup is waiting on store startup

virtual host startup is no longer waiting. It waited a total of 1 seconds.
Administration interface available at: https://127.0.0.1:61681/
Administration interface available at: http://127.0.0.1:61680/

|
|
|
|
|
| Accepting connections at: ws://©.0.0.0:61623/
|
|
|
|
|

© Materna GmbH 2015 www.materna.de
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Apollo Webconsole

Apollo Console

Virtual Hosts

Connector:

DET

Operating Environment

tcp

-

Configuration

tls
WS
Wss

Protocol: any

Currently Connected: 0

Connection Counter: 0

Quthound Messages: D

Inbound Messages: 0

Data Transferred In: 0 bytes

Data Transferred Out: O bytes

Started Since: 17.3.2015 14:25:44

Bound to: /0:0:0:0:0:0:0:0:61613

Connections

Mo connections ex

© Materna GmbH 2015

www.materna.de

apollo.xml
= http://127.0.0.1:61680
= https://127.0.0.1:61681

users.properties
groups.properties
admin/password

36



Agenda

Mobiles

Kommunikation Messaging —

verandert sich

Moglichkeiten &
Heraus-
forderungen

© Materna GmbH 2015

Messaging- Messaging-
Protokolle — Produkte far

MQTT & MQTT &
STOMP STOMP

www.materna.de

Beispiel
(JavaScript,

Java, CLI)

Fazit —
wird moglich

37



ApoIIo STOMP WebSocket JavaScrlpt Anwendung

<scr lpt src= " J s /Stomp J s " o / scr lpt > .' » file:/{/D: fapache-apollo- 1. 7 fexamples /stomp fwebsocket findex. himl
$ (document) .ready (function () {
if (window.WebSocket) {
var client, destination;
S('#connect_form') .submit (function() {

Server Login

var url = $("#connect_url").val(); WebSocket URL  ws //localhost-61623
var login = $("#connect_login") .val();

var passcode = $("#connect_passcode") .val(); tosy | el
destination = $("#destination") .val(); passnod  [oooomoos
client = Stomp.client (url);

client.debug = function(str) {
$ ("#debug") .append(str + "\n");
}i
client.connect (login, passcode, function (frame) ({
client.debug("connected to Stomp");
S('"#connect') .fadeOut ({ duration: 'fast' });
S ('#connected') .fadeln();
client.subscribe(destination, function (message) {

S ("#messages") .append ("<p>" + message.body + "</p>\n");
b) i
b) i

return false;

}) s

Destination /topic/chat_general

S('"#send_form') .submit (function() {
var text = $('#send_form_input').val();
if (text) {
client.send(destination, {}, text);
S('#send_form_input').val("");
}
return false; 1)
© Materna GmbH 2015
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Apollo STOMP WebSocket Chat Anwendung

Chat Room

Hello World

Hello World|

Virtual Hosts

Connector: | ws

DETAILS

Started Since: 2.9.2015 08:36:22
Bound to: /0.0.0.0:61623
Protocol: any

Currently Connected: 2
Connection Counter: 4
Outbound Messages: 9

Inbound Messages: 5

© Materna GmbH 2015

Send

Operating Environment  Configuration

T

Connections

Page 1 of 1:

O Remote Address
=] @ /127.0.0.1:1481

O @ /127.0.0.1:1631

Protocol

matt

stomp

User

admin

Data In Data Out
148 bytes 181 bytes
142 bytes 124 bytes

www.materna.de

Disconnect

Msgs In

Msgs out

6

Debug Log

Opening Web Socket...
Web Socket Opened...
>>> CONNECT
accept-version:1.1,1.0
heart-beat:10000,10000
legin:admin
passcode:password

<<< CONNECTED
version:1.1
server:apache-apollo/1.
host-id:mybroker
session:mybroker-4
heart-beat:100,10000
user-id:admin

connected to server apache-apollo/1.7
send PING every 10000ms

check PONG every 10000ms

connected to Stomp

>>> SUBSCRIBE

id:sub-0
deatination:/topic/chat.general

>>> PING

<<< PONG

>>> SEND
destination:/topic/chat.general
content-length:11

Hello World

<<< MESSAG

subscription:sub-0
message-id:mybroker-41
destination:/topic/chat.general
content-length:11

Hello Worl:

>>> PING

39



Apollo STOMP-Java-Anwendung

String user = env ("APOLLO_USER", "admin");

String password = env ("APOLLO_PASSWORD", "password");
String host = env ("APOLLO_HOST", "localhost");

int port = Integer.parselnt (env ("APOLLO_PORT", "61613"));
String destination = arg(args, 0, "/topic/event");

StompdmsConnectionFactory factory = new StompdmsConnectionFactory();

factory.setBrokerURI ("tcp://" + host + ":" + port);

Connection connection = factory.createConnection (user, password);

connection.start ();

Session session = connection.createSession(false, Session.AUTO_ _ACKNOWLEDGE) ;

Destination dest = new StompJmsDestination (destination);
MessageProducer producer = session.createProducer (dest);
producer.setDeliveryMode (DeliveryMode .NON_PERSISTENT) ;

for( int i=1; i1 <= messages; i ++) {
TextMessage msg = session.createTextMessage (body) ;
msg.setIntProperty ("id", 1);
producer. send (msqg) ;
if( (i % 1000) == 0) {
System.out.println(String.format ("Sent %d messages",

}

producer.send(session.createTextMessage ("SHUTDOWN") ) ;
connection.close();

© Materna GmbH 2015 www.materna.de
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CLI-CRUD mit MQTT-Mosquitto-Server tcp://iot.eclipse.org:1883

= Uber HTTP-to-MQTT Bridge

curl -X PUT --data-binary "Hello World"
http://eclipse.mgttbridge.com/JS curl
http://eclipse.mgttbridge.com/JS

curl —-X DELETE http://eclipse.mgttbridge.com/JS

= Mit Mosquitto-Client Thema JS abonnieren

mosquitto_sub -h i1ot.eclipse.org -p 1883 -t JS -v
= Nachrichten an ein bestimmtes Thema senden

mosquitto_pub -h i1ot.eclipse.org —-p 1883 —-r -t JS —m
"Hello World"

= Etwas komfortabler geht das mit der Eclipse RCP-Anwendung MQTT
Client Tools

© Materna GmbH 2015 www.materna.de
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Eclipse Paho MQTT Client und MQTT-Mosquitto-Server

tcp://iot.eclipse.org:1883

@ marT| 3 Optons|

(~ Connection

Server URI I tcp:/fiot.edipse.org: 1883

CientlD  |apolio-19418010071195

Status [ Connected

connect Disconnect

Event [ Topic

| Message

Connected

Subscribed b
Received s
Published s
Received 1S

Hello World2
Hello World3
Hello World3

@ marT | optons

e
4| %] |

| Topic |

B s

0 - At Most Once

Topic |35

QoS |0-AtMost0noe ~| I Retained

Hello World3

© Materna GmbH 2015

Enable 551
Enable HA
Enable LWT
Keep Alive =i Seconds
Connection Timeout o Seconds

Enable Login

Username | admin Passward

Enable Persistence

Directory ID:\org.edipse‘paho.ui.app—l.&l)-wmi’ﬂ.winﬂ.nﬁﬁ_ﬁ'%

Birot,

[~ 55L Settings

Key Store Location

Key Store Password

Trust Store Location

e ‘|t|‘i|gL|t|t|t|

Trust Store Password

Browse...
Browse...

High Availabiity (HA)
| %] =]

Server URIs

tep:fflocalhost: 1883
sal:/localhost: 8883

r~Last Will and Testament (LWT)

o o oo

Topic [t

Qos 0 - At Most Once v[ " Retained

Message

www.materna.de

Yes
No
No
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Eclipse Paho MQTT Java-Client

String topic = "Jgs";

String content = "Hello World";

int gos = 0;

String broker = "tcp://iot.eclipse.org:1883";
String clientId = "JSSample";

MemoryPersistence persistence = new MemoryPersistence();

MgttClient sampleClient = new

MgttClient (broker, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions|();
connOpts.setCleanSession (true);
System.out.println("Connecting to broker: " + broker);
sampleClient.connect (connOpts) ;

System.out.println ("Connected");
System.out.println("Publishing message: " + content);
MgttMessage message = new MgttMessage (content.getBytes());
message.setQos (gos) ;

sampleClient .publish (topic, message);
System.out.println("Message ” + content + “ published");
sampleClient.disconnect () ;

© Materna GmbH 2015 www.materna.de 43



Apollo MQTT-Java-/JavaScript-Anwendung

apache-apollo-1.7\examples\mqtt\
j ava\S rC\m al n\J ava\eX a m p I e % file: /Dt fapache-apollo- 1.7 fexamplesfmatt/nebsocketfindex. himl

" Listener.java

Server Login

= Publisher.java

websocket\index.html

" Js/mgttws31. s

Client 1D example-60146

User ID admin

Destination chat/general

© Materna GmbH 2015 www.materna.de 44
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Unified Push Service for CMS

m Government
B Site Builder
B> SharePoint _ & iPhone

_ MATERNA 7' D indows
: LIFERAY

. cm:noo
Push Service
B Enterprise. Open Source. For Life.

FirstSpirit \
Threemae te way
WhatsApp
Push @ Push
/ Service API Service API

- .
. B L-:,
/‘:‘/” . !__/!
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Fazit

= Asynchrone, offline Kommunikation nimmt zu (loT, M2M)
= Polyglottes Messaging ist moglich, aber noch jung!

E MQTT/STOMP/XMPP bieten breite Unterstutzung

= Notification kann Kundenbindung & Nutzung erhohen (UX)
= Das Beste aus beiden Welten kombinieren




Links
= STOMP Protokoll-Spezifikationen http://stomp.github.io
= MQTT-Organisation http://mqtt.org

= MQTT-Spec hitp://docs.oasis-open.org/mqtt/maqtt/v3.1.1 EEi

= MAQTT.js https:/www.npmjs.com/package/matt and Web

= Public MQTT Brokers l\/Iessagmg
https://github.com/matt/matt.github.io/wiki/public _brokers

= Eclipse Paho http://eclipse.org/paho
= Mosquitto-Server http://mosquitto.org
= Apache Apollo https://activemqg.apache.org/apollo

= Google Cloud Messaging (GCM) Server
https://developer.android.com/google/gcm/server.himl Browser

= https://dzone.com/refcardz/getting-started-with-maqtt

i A7 Dions

= AeroGear http://aerogear.org - , ,
[ Getting Started with MQTT

5 o wess o A Protocol for the Internet of Things

High Performance

Networking

O'REILLY* Hya Grigorik
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Vernetzt. Kontakt.

Materna GmbH
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44141 Dortmund
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