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Method Description 

Decrypt  
Decrypts content that was previously encrypted by using a symmetric or 

asymmetric algorithm. 

DecryptAndAuthenticate  Decrypts and authenticates data. 

DecryptAsync  Decrypts the encrypted input data using the supplied key. 

DeriveKeyMaterial  Derives a key from another key by using a key derivation function. 

Encrypt  Encrypts data by using a symmetric or asymmetric algorithm. 

EncryptAndAuthenticate  Performs authenticated encryption. 

Sign  Signs digital content. 

SignAsync  
Computes a hash for the supplied input data, and then signs the computed 

hash using the specified key. 

SignHashedData  Signs the hashed input data using the specified key. 

SignHashedDataAsync  Signs the hashed input data using the specified key. 

VerifySignature  Verifies a message signature. 

VerifySignatureWithHashInput  Verifies the signature of the specified input data against a known signature. 







Method Description 

Compare  Compares two IBuffer objects. 

ConvertBinaryToString  Converts a buffer to an encoded string. 

ConvertStringToBinary  Converts a string to an encoded buffer. 

CopyToByteArray  Copies a buffer to an array of bytes. 

CreateFromByteArray  Creates a buffer from an input byte array. 

DecodeFromBase64String  
Decodes a string that has been base64 

encoded. 

DecodeFromHexString  
Decodes a string that has been hexadecimal 

encoded. 

EncodeToBase64String  Encodes a buffer to a base64 string. 

EncodeToHexString  Encodes a buffer to a hexadecimal string. 

GenerateRandom  Creates a buffer that contains random data. 

GenerateRandomNumber  Creates a random number. 







Member Value Description 

Success | success 0 The certificate chain was verified. 

Untrusted | untrusted 1 A certificate in the chain is not trusted. 

Revoked | revoked 2 A certificate in the chain has been revoked. 

Expired | expired 3 A certificate in the chain has expired. 

IncompleteChain | incompleteChain 4 The certificate chain is missing one or more certificates. 

InvalidSignature | invalidSignature 5 
The signature of a certificate in the chain cannot be 

verified. 

WrongUsage | wrongUsage 6 
A certificate in the chain is being used for a purpose 

other than one specified by its CA. 

InvalidName | invalidName 7 

A certificate in the chain has a name that is not valid. The 

name is either not included in the permitted list or is 

explicitly excluded. 

InvalidCertificateAuthorityPolicy | 

invalidCertificateAuthorityPolicy 
8 A certificate in the chain has a policy that is not valid. 

BasicConstraintsError | 

basicConstraintsError 
9 

The basic constraint extension of a certificate in the chain 

has not been observed. 

UnknownCriticalExtension | 

unknownCriticalExtension 
10 

A certificate in the chain contains an unknown extension 

that is marked "critical". 

RevocationInformationMissing | 

revocationInformationMissing 
11 

No installed or registered DLL was found to verify 

revocation. 

RevocationFailure | revocationFailure 12 Unable to connect to the revocation server. 

OtherErrors | otherErrors 13 
An unexpected error occurred while validating the 

certificate chain. 







Quelle: https://www.youtube.com/watch?v=a6iW-8xPw3k 

https://www.youtube.com/watch?v=a6iW-8xPw3k


http://blogs.adobe.com/conversations/2013/10/important-customer-security-announcement.html 



Quelle: 
http://xkcd.com 
/1286/ 



Quelle: http://splashdata.com/press/worstpasswords2013.htm 
Quelle: Tim Messerschmidt / @SeraAndroiD Lead 
Developer Evangelist, EMEA Developer Week ‘14 



14% haben ein Passwort der Top 10 

40% haben ein Passwort der Top 100 

79% haben ein Passwort der Top 500 

91% haben ein Passwort der Top 1000 
Quelle: Tim Messerschmidt / @SeraAndroiD Lead Developer Evangelist, EMEA Developer Week ‘14 



Telepathwords

Quelle: http://xkcd.com/936/ 

https://telepathwords.research.microsoft.com/





